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2 of 2 people found the following review helpful. Conflict and Cooperation in Cyberspace: The Challenge to National 
Security by Panayotis A YannakogeorgosBy Hiawatha B CrowConflict and Cooperation in Cyberspace: The 
Challenge to National Security by Panayotis A YannakogeorgosMet my expectations as to what I needed and expected 
to receive in record time. Thank you!2 of 2 people found the following review helpful. A wide spectrum overview of 
the field!By AlessandroComprehensive state of the art, covering not just the technological issues but going deep into 
the theoretical and scientific problems underlying cyber security and cyber warfare.2 of 2 people found the following 
review helpful. One of the best new books on cyber...By Benjamin P. AlvordWith so many books emerging on this 
important topic, this one stands out for its strategic recommendations. Informative as well as a proverbial "page turner."

Conflict and Cooperation in Cyberspace: The Challenge to National Security brings together some of the world’s most 
distinguished military leaders, scholars, cyber operators, and policymakers in a discussion of current and future 
challenges that cyberspace poses to the United States and the world. Maintaining a focus on policy-relevant solutions, 
it offers a well-reasoned study of how to prepare for war, while attempting to keep the peace in the cyberspace 
domain.The discussion begins with thoughtful contributions concerning the attributes and importance of cyberspace to 
the American way of life and global prosperity. Examining the truths and myths behind recent headline-grabbing 
malicious cyber activity, the book spells out the challenges involved with establishing a robust system of monitoring, 
controls, and sanctions to ensure cooperation amongst all stakeholders. The desire is to create a domain that functions 
as a trusted and resilient environment that fosters cooperation, collaboration, and commerce. Additionally, the book: 
Delves into the intricacies and considerations cyber strategists must contemplate before engaging in cyber war Offers a 
framework for determining the best ways to engage other nations in promoting global norms of behavior Illustrates 
technologies that can enable cyber arms control agreements Dispels myths surrounding Stuxnet and industrial control 
systems General Michael V. Hayden, former director of the National Security Agency and the Central Intelligence 
Agency, begins by explaining why the policymakers, particularly those working on cyber issues, must come to 
understand the policy implications of a dynamic domain. Expert contributors from the Air Force Research Institute, 
MIT, the Rand Corporation, Naval Postgraduate School, NSA, USAF, USMC, and others examine the challenges 
involved with ensuring improved cyber security.Outlining the larger ethical, legal, and policy challenges facing 
government, the private sector, civil society, and individual users, the book offers plausible solutions on how to create 
an environment where there is confidence in the ability to assure national security, conduct military operations, and 
ensure a vibrant and stable global economy.

Facilitated by the exceptional handiwork of the editors, this book significantly advances the effort to achieve common 
ground in the debates regarding cyberspace. National security and cyber-related professionals will find it equally 
useful in their work.?Lt. Gen Bob Elder, USAF (Retired) In this wide-ranging anthology that encompasses expert 
viewpoints from military, civilian, and private sector contributors, the editors seek to provide a broad framework of 
issues to be considered. Rather than provide definitive answers (all of the contributors readily admit that none exist), 
the contributors state that in order to attain the right answers, we must first ask the right questions. Over the course of 
the book, the authors put forth a common set of concerns to frame the issue at hand. ... The authors undertake a study 
of how to apply cyber law to cyber war, warning that allowing the Intelligence Community and the military to assist in 
the defense of privately owned networks may lead to legal and political consequences. They also grapple with the 
environmental aspects of cyber: a cyber-attack against an industrial control system (energy, nuclear, chemical, or 
waste management), would lead to massive environmental damage, staggering economic losses, and cause 
(potentially) rampant public health hazards.This well-written tome brings together a cast of eminent thinkers, military 
strategists, academics, cyber specialist, and policy experts to examine cyber challenges for U.S. and international 
diplomats and decision makers. While it keeps its emphasis on policy-relevant solutions, it maintains the need for a 
common core of concepts to better define, codify, and approach this new concept that will be with us for years to 
come. It main utility is in the questions raised, vice answers provided. The book would be of most use for those 
attempting to better understand cyberspace and possible policy avenues for the future.?Mark Roberts, Security 
Consultant, writing in the Journal of Strategic Security, Volume 7, Number 1, Article 8About the AuthorPanayotis 
"Pano" A. Yannakogeorgos is a research professor of Cyber Policy and Global Affairs at the Air Force Research 
Institute. His expertise includes the intersection of cyberspace, national security, and military operations; cyber 
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